KuGepnpecTynHUKH MOCTOSHHO OXOTATCS Ha UyXKUE JINYHbIE JaHHbIE. ATaKyIOT TelIe(OHBI,
IUTAHIIETHI ¥ KOMIBIOTEPHI C TIOMOLIBIO BPEIOHOCHBIX IIPOIPaMM, BBIMAHHUBAIOT CEKPETHYIO
uHpOpMaILKIo y 6AHKOBCKUX KIIMEHTOB YIIOBKaMHU COIMAIbHON MH)KeHepuH. Paccka3piBaeM, Kak
3alIUTUTH CBOIO KOH(PHUIEHIIUAIBHOCTD U JaTh OTHOP 3J0YMBIIUICHHUKAM.

Kakue 1aHHble HY:KHbI MOILIECHHUKAM?

Ki1rouoM K ieHbraM Ha BallleM CYeTe MOTYT CTaTh PEKBU3HUTHI KapThl, BKIIIOYAs CPOK JCHCTBUS,
Tpu mudpsl ¢ 000poTa, a TAKKE MAPOIU U KOJBI U3 YBeAOMIIeHUH Oanka. JInOo TOTHHBI U
[apoJIH OT BAIIETO OHJIAH-0aHKa M JPYrUX MPHI0KEHHUH, U TMYHBIX KAOUHETOB, K KOTOPBIM
NpUBSI3aHA TUIATS)KHAS HHPOpMAITHUs.

«Bce nauanocy ¢ moeo, umo s pewiunia nPOOamsb X0100UIbHUK 6 uHmepHeme. Pasmecmuna
00bsGIIeHUE HA NONYIAPHOM calime, U OYK8AIbHO Yepe3 Namb MUHYM 360HUM NOKYRAMEb.
T'osopum, umo pabomaem 6 KOMRAHUU, KOMOPAsL 3AHUMACMCSL CKYNKOU CIAPbIX XOJI0OUNbHUKOS.
OHu ux peMoHmupyiom u nepenpooaiom, a Henpueoonvle 0Jisk peMonma uoym xwa oemanu. Mon,
UX OUeHb UHmepecyem Mooeib MOe20 XOJ0OUIbHUKA U OHU 20MO8bl NPSIMO CeU4ac nepesecniu

npeooniamy...»

byovme 60umenvnel, ne nacmynatime na yyorcue cpabnu!

MoleHHUKH BEIMaHUBAIOT KOH(UICHIIMAIBHBIC JAHHBIE C IIOMOIIBIO COIMATLHOM
umxeHepuu U punnara.Hepeako oHM pacchliatoT COOOIIEHHS CO CChIIIKAMHU Ha BPEJJOHOCHBIE
nporpaMMbl win (ainamu, copepkamuMu BUPYChl. C MOMOIIBIO HUX KHOSPIIPECTYITHUKU
HA/ICIOTCS MOJIYYUTh YAAJCHHBIM JOCTYI K TaJpKeTaM U YKpacTb ¢ HUX CEKPETHbIC JaHHBIE.

baHk HuYero He KOMIEHCHUPYET, €CJIM YETOBEK caM COOOIMI MOILIEHHUKAM KOH(pHIEHIINATBHYIO
71 JOOPOBOJIBHO YCTAHOBUII IINHOHCKYIO IIPOTrPAMMY.
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Kak 3aiuTuTh YCTPOMCTBA OT KHOEPIPECTYMMHUKOB?

CJICI[yﬁTG TJIaBHBIM IIpaBUJIaM KI/IGCpFI/II‘ MU CHBI.

Hoab3yiiTecb aHTUBHPYCAMU

YcraHnoBure AHTUBUPYCHBIC IPOIrpaMMEI Ha BCC Ial’KECThl, KOTOPBIMHU ITOJIL3YCTCCh. Tor aa
MOIINCHHUKW HE CMOT'YT 3aBJIa/ICTh JaHHBIMHA C BAIICTO YCTPOﬁCTBa, JaX€ €CJIN Bbl nepeﬁz[eTe 10
BpCI[OHOCHOﬁ ccelIke. ' maBHOE He 3a0bIBATH OOHOBIIATH 3allITUTHBIC CUCTCMBEI.

«Kaorcoviil mecsy 6v18uull MydHc nepegooum MHe Ha kapmy arumenmsl. Kax-mo eeuepom mol

CO360HUJIUCHO U OH CKA3AJl, YUMo nepeeeil Yyemuvlpe mbvlCAdU. Mhne cpasy afce npuuiio cmc om banka
o0 mom, 4mo oenveu nocmynujiu. Houvio 2 nojiyuuia euje 00HO yeedOMﬂeHue om 6CZHK61, 0 mom,


https://fincult.info/services/grabli/servis-obyavleniy/skazhite-srok-deystviya-karty-perevedu-vam-predoplatu-za-kholodilnik/
https://fincult.info/services/grabli/servis-obyavleniy/skazhite-srok-deystviya-karty-perevedu-vam-predoplatu-za-kholodilnik/
https://fincult.info/article/sotsialnaya-inzheneriya-pochemu-lyudi-sami-otdayut-moshennikam-dengi/
https://fincult.info/article/sotsialnaya-inzheneriya-pochemu-lyudi-sami-otdayut-moshennikam-dengi/
https://fincult.info/article/fishing-chto-eto-takoe-i-kak-ot-nego-zashchititsya/
https://fincult.info/article/chto-delat-esli-s-bankovskoy-karty-ukrali-dengi/

umo Mos kapma 3a010Kkuposana. Ymoobwvi ommenums O10KUPOBKY, HYHCHO ObLIO NPOUMU HO
CCbLIKe U3 COOOUeHUS... »

byobme 60umenvhusi, He Hacmynatime Ha uydicue 2padau!

ITocTosiHHO 00HOBIIsANITE CCTEMY

31M0YMBIIIJICHHUKHU BCETJa UILYT YS3BUMOCTH B IPOrPpaMMHOM 00€CIIEYeHUH U IPUIIOKEHUSX, U
IMPOU3BOAUTCIIN PCTYIIAPHO BBIITYCKAIOT 06HOBJI€HI/I$I " YCWJIMBAIOT aHTUBHUPYCHYIO 3alIUTY.
IToaTOMY Ba’KHO BCEr/ia UCMOJIb30BATH MOCIEAHIO BEPCUIO IporpaMm. B HacTpolikax Baiiero
raJpKkeTa HauauTe PyHKIIMIO aBTOMAaTHYECKOT0 OOHOBJICHHSI U BKIIFOUUTE €e. B3momarp
OOHOBJICHHOE YCTPONCTBO ropa3o CIOXKHEe.

CxaumBaiiTe TOJIbKO IPOBEPEHHbIE MPUJIOKEHUS

3arpyxaiite NpUIOKCHHS U3 MPOBEPEHHBIX UCTOYHUKOB. Harpumep, 1 TenedoHOB U
rianmeToB Ha 6aze 10S — u3z AppStore, 11t Android — u3 Google Play. [lepen 3arpy3koii
YUTANTe KOMMEHTAPUHU JAPYTUX MMOJIh30BaTENIeH Ha MPOQIIILHEIX (hopymax, 9ToOBI 3apaHee
y3HaTh O BO3MOXKHBIX PUCKAX UCIIOJIb30BAHUS MIPOTPAMMBI. A Takke yOeIUTech, 4TO OHa
AKTUBHO OOHOBIISIETCA Pa3pabOTYNKOM — B O(UIIHATBHBIX Mara3uHax 0ObIYHO yKa3aHa JaTa
MOCIIEIHUX U3MECHEHHIA.

«Pewuna noozapabomams 6 dekpeme u cmana uckamov 8 unmepheme yoanenky. Pazmecmuna
pesiome Ha nonyapHom catime gakancuu. CKoOpo no360HUNA 0e8VUKA U CKA3ANd, YMO Ulyem
onepamopo8 Koul-yeHmpda 8 C80U Maza3ux no npooasice kocmemuxu. Ilpednosicuna xopouryio
3apnaamy u pabomams 6ce2o mpu uaca 6 oens. Kax paz mo, umo mue nHysxcrno. Cmanu
obcyscoams demanu, OHA NONPOCULA CKAYAMb HA Mened)OH HeCKOIbKO NPO2PaAMM OJis

pabomeol...»

byobme 60umenvhsi, He Hacmynatime Ha uydicue epadau!

Ecnu BbI ckauany kakoe-mubo MpUiioskeHHe, HO COBCEM UM HE MOJIb3yeTeCh — JyUIlle ero
ynanuTh. Bapyr y Hero ciiabas kuOep3amura? CHU3N
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He Tonbko Bpe1oHOCHBIE MPUIIOKEHUS HECYT yrpo3y. MIHOTja MOIIEHHUKHU UCTIOJIb3YIOT
JerajabHble IPOrpaMMBbl YAAJIEHHOTO JOCTYIa, YTOOBI YIIPaBIATh YCTPOHCTBOM OT Balllero
MMEHH.


https://fincult.info/services/grabli/sms/sms-ot-lzhebanka-s-vredonosnymi-ssylkami-2/
https://fincult.info/services/grabli/sms/sms-ot-lzhebanka-s-vredonosnymi-ssylkami-2/
https://fincult.info/services/grabli/servis-obyavleniy/khotite-mnogo-zarabatyvat-onlayn-skachayte-programmu/
https://fincult.info/services/grabli/servis-obyavleniy/khotite-mnogo-zarabatyvat-onlayn-skachayte-programmu/

«Tonvko umo cmoakuyncsa ¢ cumyayueti, 360HOK HA Meleqh)OoH, Yel08eK NpedCmasuics
COMPYOHUKOM OAHKA U paCCKA3A, YmMo K MOeMy cuemy NOOKIIOYUNCS CIOPOHHUL meled)oH u
HONBIMANCS Nepesecmu OeHbeU, IMA NONbIMKA 3a010KUPOBANA. .. »

byobme 60umenvhoi, He Hacmynatime Ha wydicue epadau!

C noMoIIBI0 IPOrpaMM yJaJIeHHOTO IOCTYIIa MpecTymHUKU MoryT npountate CMC ot 0aHka ¢
CEKPETHBIMHU KOJIaMH U IIapOJISIMU, 3alTH B Balll OHJIAlH-0aHK, IEPEBECTHU I€HbIU MM 0(hOPMUTD
KpPEAWT OT BAlllEro UMEHHU.

HN3yuaiiTe HACTPOIKU KOH(PUACHIUAIbHOCTH

[Ipu ycTaHOBKE PHIIOKEHUH oOpaliaiiTe BHUMaHUE Ha HACTPOUKH KOH(MUIECHIINATLHOCTH.
JISHCTBUTENBHO JIU TaK YK HEOOXOAMMO JCITUTHCS ¢ MPOrPAMMON CITMCKOM BallTX KOHTAKTOB
WJIN TeoIoOKaluen?

Pa:spemal‘/iTe AOCTYII TOJIBKO B TOM CJiy4dac, €CJIU 3TO HeﬁCTBHTCHLHO HeO6XOI[I/IMOI HalpuMmep,
MCCTOITIOJIOKCHHUEC HYKHO I ITPHUIIOKCHUS TAKCHU, HO €1Ba JIM BA)KHO KaJICHAAPIO 3a71a4. Ecmu
BaC HC YCTpauBarOT TpC6OBaHI/I${ IIpaB J0CTyIa, BBI6epI/ITC APYyroe NpuIoKCHUC.

Korz[a B IIporpaMme OOHOBIISIETCS MTOJIB30BATEIBCKOE COIJIalICHUEC, HE CIICHIUTE Cpa3dy
MNPUHHUMATDL YCJIOBUS — CIICPBA BHUMATCIIbHO UX U3YUUTC.

BriOupaiiTe cJI0OKHbIE IAPOJIH

[Tapose 10J1KEH COCTOSTh HE MEHEe YeM U3 BOCBMH CUMBOJIOB: LIU(P, CTPOUHBIX U 3aTrJIaBHBIX
OyKB, clieualbHBIX CUMBOJIOB. JIydllle He HCIIOIb30BaTh O YJISPHBIE CJI0OBA U OOIIEN3BECTHBIE
cokpaineHus. Hukakux nat poxaeHus, uMeH U ¢pamunuil. [Taposnn g0mKHbI OBITh Pa3HBIMM JUIs
KQKJIOTO aKKayHTa — HE OBTOpANUTECh. M KaXXIblil pa3 BBOAUTE NAapOJIb 3aHOBO BPYUHYIO — HE
COXpaHsNUTE €ro Iy aBTOMaTU4ECKOro BBOJA.

[To BO3MOXKHOCTH HACTpOWTE ABOMHYIO MIEHTH(PUKALIMIO: TOT/Ia IOMUMO BBO/IAa TApoJIsl cUCTEMa
OyZIeT KakJplii pa3 3alpalinBaTh NOATBEPKIEHUE BXOa C TOMOIIbIO KO/1a, KOTOPBI MTHOBEHHO
npuxogut B CMC, push-yBeoMiieHnu 1M Ha 3JIEKTPOHHBIH ajpec.

IKPAH 3ABMNOKUPOBAH

Kak o0e3omacurs JaHHbIE HA CJIy4yail Nponaxu Ttejaedona?
OTH PUCKH CTOMUT MPOyMaTh 3apaHee. BrimosHuTe TpH 1miara:

1. Bruawuurte 6JJOKHPOBKY


https://fincult.info/services/grabli/beskontaktnaya-oplata/ustanovite-prilozhenie-chtoby-obezopasit-svoi-dengi/
https://fincult.info/services/grabli/beskontaktnaya-oplata/moshenniki-oformlyayut-na-vas-kredit-srochno-perevedite-nam-dengi/
https://fincult.info/services/grabli/beskontaktnaya-oplata/moshenniki-oformlyayut-na-vas-kredit-srochno-perevedite-nam-dengi/
https://fincult.info/news/solnyshko-i-lyubov-pomogayut-moshennikam-poluchit-dostup-k-schetam-i-kartam-rossiyan/

JUist 32U THl yCTPOICTBA BKIIIOYMTE aBTOMAaTHUECKYIO OJIOKMPOBKY dKpaHa. Mcronb3yiite
napoJib, oTneyarok naisia uian Face ID — ¢pyHkuuio pacrozHaBaHMs ML BIaesblia.

2. HacrpoiiTe oTciexuBaHue

YcTaHOBHTE TIPOTrpaMMy, TTO3BOJISIOIIYEO TUCTAHIIMOHHO OTCJICKUBATH MECTOIOJIOKEHHE
ycTpoiicTBa. B ciydae kpau WM MOTEpU Bbl CMOXKETE BHJICTh, 1€ HAXOMTCS Balll T/ KET,
MOJIKJTFOYUTHCS K HEMY U JIaXKe YIIAJIGHHO CTEPETh ¢ Hero Bcto nHpopmanuto. K npumepy, B
ycrpoiicTBax Ha 06a3e ¢ Android ectb ¢pynkius noucka tenepona Google Find My Device, B
neBaiicax Samsung — cxoxkas onnus Samsung Find My Mobile, na miardopme iOS — Find My
iPhone. O0s3arenpHO 3apaHee aKTHBUPYUTE UX B HACTPOMKAX TaJKETa.

3. Co3aaBaiiTe pe3epBHbIe KONIMHU

PerymnspHo nenaiite «0skam» — pe3epBHOE KOMUPOBAHUE BAIIMX JAHHBIX. JTa OMIIUS TO3BOJISIET
COXpaHATh KOH(UTYPAIHIO HACTPOEK BAILIEr0 YCTPOMCTBA, BCE MPUIOKECHHUS U IPYTYIO
UHPOPMAIIHIO. DTO TOMOXKET OBICTPEE BOCCTAHOBUTH JIAHHBIE C TIOTEPSIHHOTO WJIM YKPAJICHHOTO
TenedoHa U IEPEHECTH X HA HOBBIM.

Yro nesarh, ecau TegaedoH ykpaau?

Ecnu BBl nmmmnmck TenedoHa ¢ HOMEPOM, KOTOPBIN MPUBS3aH K BalleMy 0aHKOBCKOMY CUETY,
JeMCTBYMTE, KaK 1P IOTepe KapThl. 3BOHUTE B OAHK HA TOPSIYIO JIMHHUIO MM OCTUTE B €r0
OTJIeJIeHHE U IPOCUTE OJIOKUPOBATh BCE KapThl, MOOMIIbHBIN U OHJIaliH-OaHK.

[Tocne 3TOr0 Ha BCSIKMH Cilydail TO3BOHUTE HAa CBOM HOMEP: BO3MOXKHO, TeJIE(POH KTO-TO HaIIel
Y TOTOB BaM €ro BEPHYTb.

Ecnu ke ramxer CBOpPOBaJIv, HAITUIIWUTEC B MOJIMIOHUU 3asABJICHUC O KpaxKe. Bozsmure 3aBCPCHHYIO
KOITHIO 3TOT'0 3asBJICHUSA — OHO MOXKET HOHaI[O6I/ITI>C$I B 6aHK€, €CJIK MPECTYITHUKHU YCIICIOT
B3JIOMATb TCJ'IG(I)OH Y OHJIAliH-OaHK U YKpacCTb ACHBI'U CO CUCTOB.

Kak 0bITh, ec/I MOIICHHUKHU B3JIOMAJH YKPAJACHHbIH
TeJ1e(DOH U BbIBEJIM ICHbI'H CO CYETOB?

B stom CJIy4ac Bbl MOXKETE PACCUUTHLIBATE HA KOMIICHCAIIUIO TOJIBKO IMTPH ABYX YCJIOBUAX!

1. BwI He Hapymanu mpaBui 6e3omacHocT. Hampumep, He coo01mamyn MOIIeHHIKaM
KOH(UICHIIMATBHBIC JAaHHBIE KAPThI, IOTUHBI U TAPOJIH OT OHJIAaiH-0aHKa, Balle
YCTPOMCTBO HA MOMEHT KPaXkul OBLJIO 3aIIMIIEHO TapojIeM, KaK M BCE MPUIIOKECHUS, K
KOTOPBIM TMIPHUBsI3aHA TUTATEXKHAs HHPOpPMAITHSL.

2. BpI BOBpeMst ocTiOpvIIi CIIFICAaHUE — HE TTO3/IHeE CISIYIOIIETo THS TOCIIe TOTO, KaK
MOy4MIIH OT OaHKa yBeIOMIICHHE 00 Omepaliuu, KOTOPYIO HE COBEPIIAIH.

YroObl BO3MECTUTH MOTEPH, KAK MOKHO CKOpEe MHUIIUTE B OAHK 3asBICHHE, UTO ONEepaluu
PO Oe3 Balllero corjiacus, IPOCUTE MPOBECTH BHYTPEHHEE PACCIIEOBAHUE U BEPHYTh
nenbru. [logyepkHuTe, 4TO BBl COOMIOAAIN MpaBHiia KHOepTrurueHsl. M mpuioxuTe KOmuio
3asBJICHUS O Kpake TeJaeoHa, KOTOPOE Bbl COCTABWIIN B ITOJIULUH.

Ecnu Ha Bac oopMHITU KPEUT, TO OTACIBHBIM 3asiBI€HUEM TpeOyiiTe y OaHKa MpU3HAThH
JIOTOBOP HeEHCTBUTEIBHBIM. [IpocHuTe OTIONKHUTH HAYaJI0 BBIILIAT O KPEIUTY J0 3aBEPIICHUS


https://fincult.info/article/chto-delat-esli-vy-poteryali-kartu/
http://www.consultant.ru/document/cons_doc_LAW_115625/b0062cfb1c3cae710d57f0557303e78760a31d16/

paccnenoBanus. B ciaydasx, korma 6aHK He COTJIAIIAeTCsl Ha OTCPOUKY IJIATeKEH, Tydlie ux
BHOCHUTB, YTOOBI HE UCTIOPTUTH CBOIO KPEJIMTHYIO McTOpuio. Koria 1oroBop aHHYIUPYIOT, BbI
CMOJKETE MOTPeOOBaTh, YTOOBI BAM BEPHYJIH YIIJIA4€HHOE.

Ecnu BBl cobmoanu Bce TpeboBaHus 0€30MacHOCTH, HO OaHK HE MPUCITYIINBACTCS K BallIMM
JIOBOZIaM, JKaJIyHTeCh Ha HEro B MHTepHeT-npreMuyio banka Poccun.



https://fincult.info/article/kreditnaya-istoriya/
https://cbr.ru/reception/

